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Team Activities

● Participated in CDC

● Met with Doug Jacobson

● Created initial Design Document

● Researched bash scripting and possible initial setup steps for spinning up 

our VM



CDC summary

● Everyone attended

● Did some very basic firewall securing

○ Ufw firewall configuring

○ Denied all incoming besides SSH and HTTP

○ Denied all outgoing (reverse shell)

● Mostly worked on anomalies

● Overall a good experience



Doug Meeting Summary

● Virtual IoT device (VM)

○ Will be created directly in ISEAGE 2.0 environment

○ Directly involved with CDC scenario

○ Available in a month

● Physical IoT device

○ Use multiple raspberry pis(1 for each team)

○ Could potentially be used as an anomaly

● Physical Camera from last year’s group

○ Try to get working or replace with raspberry pi



Current Physical IoT list



Prioritized Task: Virtual Machine

● Develop an IoT configuration script

■ Jake, Justin

● Develop a vulnerable web interface

■ Megan, Jacob



IoT VM initial setup (with script)

● Create a non-root user(with sudo permissions)

● SSH

○ Configure firewall to allow SSH

● Telnet

● … more to come



Basic Configuration Script(will expand)



This week “To Do”

● Continue expanding and researching scripting

● Create services for VM (i.e. web server)

● Testing assignment and lightning talk


